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Prerequisite

Module Code Module Name in English Aol yal) Bakall P Th. | PrJTu. | ECTS M.?;pl:;e Module(s)
Code
BCYSCE100-S1 Mathmatics cbpaly 2 3 5.00 s
BCYSCE105-S1 Linux Administrator oSl 31 2 1 5.00 c
BCYSCE102-S1 Aol lasbas)
Fundamentals of ) iy 2 2 7.00 c
Programming
BCYSCE104-S1 Fundamentals of Al sSl) Asaig) Clpauls)
. . . 2 2 6.00 S
Electrical Engineering
NTU 101 English language 4y dall 2 2 2.00 B
BCYSCE103-S1 | Introduction to Sociology glaia¥) ale ) dasia 2 - 3.00 s
i Agda) Jiaga g bl (3 48 NTU 101
NTU100 Human rights and 24 a4zl g Qlew) (358 2 . 2.00 E
Democracy
30.00
el oy
S ) amil) — Jg¥1 iyl (ggnal
) Module Prerequisite
Module Code Module Name in English Al yal) Balall anad Th. | Pr./Tu. | ECTS e Module(s)
Code
BCYSCE101-S2 Digital Electronics 8,0 el g 1<) 2 3 7.00 S
BCYSCE106-S2 Introduction to plaay) ) dasia 5 1 = S BCYSCE100-S1
Probability and Statistics Aduaiayy i
BCYSCE107-S2 Object oriented 4ipdd) da ) 9 2 00 c BCYSCEN02-51
programming i
NTU102 Computer Sl 2 2 2.00 B
BCYSCE108-S2 | Introduction to Cyber O Antin sl 2 2
: to Cy : 7.00 c
security Engineering )
NTU103 Arabic Language Ay e dad 2 . 2.00 B
NTU104 Physical Education Ay, - - E
30.00
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i Module Prerequisite
Module Code Module Name in English Al yal) Balall ol Th. | PrJTu. | ECTS Type Module(s)
Code
BCYSCE200-S1 Computer Electronics Ggalal) cil g <)) 2 3 4.00 s
BCYSCE205-S1 Discrete Math Aakaiial) iyl ) 1 4.00 c
BCYSCE202-S1 Database system i) a0 g8 dakii) 2 4.00 s
BCYSCE204-S1 | Python Programming for Ol @il A 2 2 5.00 c
Cybersecurity JP YA | :
BCYSCE203-S1 Operating Systems Jaiudd ki 2 2 4.00 c
NTU203 Bath Party Crimes Gl s adl 2 - 2.00 B
NTU200 English language 45y dall 2 - 2.00 B NTU 101
BCYSCE200-S1 Computer Networks Galal) il 2 2 5.00 c
30.00

S el Jamil) — Yl (ggsal

) Module Prerequisite
Module Code Module Name in English Al yal) Balall and Th. | Pr/Tu. | ECTS Foree Module(s)
Code
BCYSCE205-S2 Data structures <iliby Jsba 2 2 4.00 S
BCYSCE202-52 Database security s M‘ el 2 2 5.00 C BCYSCE202-S1
i)
BCYSCE204-S2 | Computer Organization 4 lara g S 5
. 2 3 5.00 S
and Architectures Gl
BCYSCE203-S2 Network Security S Aplal 2 2 6.00 c BCYSCE200-S1
NTU202 Arabic Language A e A 2 2.00 B NTU103
NTU 204 Cybersecurity OaY) Aiga LB
. . . 2 2.00 B
Professional ethics ) pead)
BCYSCE201-S1 | Network Administration | 3¢¥ls fﬂfﬁd\ 30 2 2 4.00 c BCYSCE200.S1
and Infrastructure Agiadl)
NTU201 Computer Qeula 1 2 2.00 B
30.00
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IV aabpall Jeadl) — GBIyl (ggicadl)

. . - « Pr./ Module Prerequisite
Module Code Module Name in English Al yal) Balall ol Th. | 1, | ECTS Type | Module(s) Code
.  ne R.A “
BCYSCE203-S1 Introduction to pddil) ) dasia 9 2 A c BCYSCE203-52,
Cryptography BCYSCE205-S1
Introduction to Hardware 2253k Al L) dadia BCYSCE200-S1,
BCYSCES0SS1 | o rity 2 2 | 7.00 c BCYSCE203.81
BCYSCE302-s1 | Digital Signal Processing Aaad l) B LEY) dadlaa 2 2 5.00 S
i i Aaiial) g 4 ) Sl
BCYSCE30a.s; | Mobile and wireless Adiiial) g sl cilsudd 2 2 5.00 c
networks
Aol A o) il
BCYSCE303-S1 Fundan.lentals of Cloud = e gad) il 2 2 7.00 c
computing
30.00

S = ol (il — CE eyl (ggisal

. . dad ol 3alad . Pr./ Module Prerequisite
Module Code Module Name in English i)y} Bablal) o) Th Tu. | ECTS Type Module(s) Code
i i Al el dgtal
BCYSCE300-S2 Mobile and w1r.eless Sl & i & 2 2 = c BCVSCE304.S1
networks security adaiial) g
Y Eliaa ) ’ BCYSCE102-S1,
BCYSCRI0SS) Secure software Gl gkt B ; A0 c s,
development BCYSCE107-S2
BCYSCE302-s2 | Operating system security Jibdal) sl kel | 9 2 5.00 c BCYSCE203-S1
Practicing Cybersecurity: sl Y A jlaa BCYSCEZ03-52
BCYSCE304-S2 | Attacks and Balaall il g claagdl | 2 2 5.00 c BCYSCE202-S2
Countermeasures
BCYSCE303-s2 | Engineering Analysis Ltigl) clal) | 9 2 | 400
BCYSCE301-s2 Cloud Computing security Al A gal) Agial 2 2 6.00 BCYSCE301-s2




zalipdl) Chuay
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. . - « Pr./ Module Prerequisite
Module Code Module Name in English Al yal) Balall ol Th. | 1, | ECTS Type | Module(s) Code
Intrusions Detection and Sleal) CaiS dalii)
BCYSCE400-S1 T 2 2 o
prevention System Ada 48411 6.00 c
BCYSCE405-S1 Research Methodology Caad) dagia 2 = 3.00 S
i YY) A e lhaY) el
BCYSCE402.S1 Al for C‘ybers‘ecurlty oYl (2 « ) ¢ 2 2 6.00 c
Engineering ) pead)
Practicing cybersecurity: 2 ol el Y A laa 04
BCYSCE404-S1 Ethical Hacking and ubl:d\ Adua ) 2 2 6.00 c %%ﬁ%ﬁos'_ssl’
Vulnerability Lab <l Al JLssl
BCYSCE403-S1 Cloud Application Aol duu galf ciliydas 2 2 3.00 c
BCYSCE401-S1 | Graduation Project Design AU £ 5 pranal 2 2 6.00 c
30.0

zalipal) Caeag

S = aahal) Jemil) — wl) ol (5ial

. . * - Pr./ Module Prerequisite
Module Code Module Name in English Al yal) Balall and Th. | 1, | ECTS Type Module(s) Code
i Lia o<t 2y jLa 3410
BCYSCE400.52 IT Project Management ,.JLS: & hdia 300 2 2 6.00 c
<la 95.\.4‘
: - e P
BCYSCE40s.s2 | Oraduation Project gAEsdadE |, L] 50 c BCYSCE401-S1
Implementation
BCYSCE402-s2 | Digital Forensics A ) Ay 2 2 7.00 c
i Sa¥l g sl el i)
BCYSCE404-S2 IoTs and Cybersecurity oYy 9 ) i) 2 2 7.00 c
) ead)
Reverse Engineering- Jalad - dpsal) duigl)
BCYSCE403-S2 PR 2 2 . BCYSCE400-S1
CYSCEADIS2 | M alwares Analysis Al mal ) 7.00 c
i La oIS 2 jUdia 3404
BCYSCE400.sy | 1T Project Management ,.334? & da B2 2 2 30.0 c
il glzall
6.00
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1 skl
PN Aaail) Bas sll/Ay Hxil) ) 5all o sie ECTS terSemes
S2-BCYSCET403 Malwares Jidad :4uSall i) 7 8
(&/Aelu) 25l Lect/Lab./Prac./Tutor (SSWL (hr/sem (USSWL (hr/w
2 3 79 96

e gana san gl ks Adlide g ol gal w2y 5 jlal) gl ll Qi A6 (oMl olad Aol Ban g 5 ball el Jall st Bas 5 sl dutigl)

Aomadl Cladall Julay 5l 5 ¢ pSaatianll s ol Jlall @ll3 i Ly e guia sall

2 sakall
2l Alaaill sas /A Haill 3 gall (o)) gic ECTS Semester
S1-CYSCET400 Jludll ais 6 7
(&/Aelu) 45dl) Lect/Lab./Prac./Tutor (WL (hr/semSS (USSWL (hr/w
2 3 78 72

Sl bl e san gl 3S iu s g pall AS e Jilad s oLl CalS e 1 il g e Jluiil) (RS foalaal agdy adall 2y 3 Jlcl) (S Bas 5 apanal
Ll Bacl 3l A (Rl o il e Al

3 salall
EPNY] Adaail) Bas /Ay Hxill 5 ) sall (f 5ic ECTS Semester
S1-BCYSCE 402 Somall 5 ol 6 7
(&y/Aebu) 45dl) Lect/Lab./Prac./Tutor (SSWL (hr/sem (USWL (hr/w
2 3 79 71
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42 3l

Code Title 334l/Course ECTS Semester
S1-BCYSCE 103 Introduction to Sociology 4 2
(Class (hr/w orTut (SSWL (hr/sem (USWL (hr/w
2 - 33 67
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43 53l
Code Title 33l/Course ECTS Semester
S2 -BCYSCE 101 Fundamentals of Digital Electronics 7 2
(Class (hr/w Lect/Lab./Prac./Tutor (SSWL (hr/sem (USSWL (hr/w
2 3 79 96
Caa gl
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Code Title 33l/Course ECTS Semester
S2 -BCYSCE 107 ect oriented programmingObj 7 2
(Class (hr/w Lect/Lab./Prac./Tutor (SSWL (hr/sem (USSWL (hr/w
2 3 79 96
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46 3l

Code Title 334l/Course ECTS Semester
S2 -BCYSCE 108 Foundation of Cybersecurity Engineering 7 2
(Class (hr/w Practice (SSWL (hr/sem (USWL (hr/w
2 3 79 96
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47 53l
Code Title 33l/Course ECTS Semester
S2 -BCYSCE 109 Human rights and Democracy 4 2
(Class (hr/w Lect/Lab./Prac./Tutor (SSWL (hr/sem (USWL (hr/w
2 - 33 67
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