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Recommended Modern Linux Administratio (2016) by Sam R. Alapati.
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atil) dyla alal) dayyla gocasall ol Bangll aud | Lisllaall alasl) ils e Glelad) | ggan)

ol f Introduction to C++

=k R (Structure of a bl « 48 A 1

bl gl g e+ program), Flow Chart. Gabaill 5 43 2l

e syl L,SJ'E:‘ Variables, assignments, Gahail) 5 28 ol 4 2
2= (et Simple input, Main

Glaad 4l program.




6 If-statement If-else, Gkl g 43yl 3
QY ..S + Boolean Expressions &
i Logical operators.
cilial gl
ERCY Loops Nested Loops, Cauhail) 5 48 yaal) 4
<l LAY i 1 and program Design.
cilial gl )
s Output formatting. Gukaill g 43 yaal) 5
Sl s y) e
cilial gl )
ks Functions, Parameters, |  gukill g 44 yeall 6
<l LAY Vet return values.
cilial gl )
6 Debugger. Cauhail) 5 48 yaal) 7
LAY o
Claal sl 5 "
ks Lists Methods, Nesting, |  ukaill g 48 yall 8
<l LAY i Slicing, and
g _|_ )
- Comprehension.
a5
. s | Strings and String | Gxdaill 5 4 jaall 9
SEsY - le+ | Formatting.
Slaad 5l
A RNERY ks Dictionary and
) < Handle Gkl 5 48 jadll 10
PN seet .
i Exceptions.
o s s Values and Gudaill 5 48 jaall 11
Skl =+ | references.
SRR




R
L"_i\‘)l_ﬁ;‘).“ Lee +

Slaal 6l

Basics of program Gkaill g 43 el 4 12
design &
Programming style.

(et

il

("5.\.\.14;.\!“ X \‘52\3}&\ 4 13

Pointers
(Reference
operator,
dereference
operator,
Declaring
variables of
pointer types,
Pointers and
arrays, Pointers to
pointers, void
pointers, and
Pointers to
functions).

SRy g
cilaal gl )

Dynamic Memory Cauhail) 5 48 yzal) 4 14

(Operators new, check
if the allocation
memory is successful
and Operators delete).

P EQY L"SJE
<)l lac+
Gl gl g

review/seminar 4 15

ol g 4yl

BY AT

ol yualaal) g Jelill 5 38 Uil / o sl gmall / e gausd) &l 3y yaill <o) A, Ay sal) dpgill il LARY)

ileill 5 Adeadll cililaiaY)

wf)ﬂb ela:d\ JJL«AA ANY

Required Texts

1. Choudhary, H. (2013). C++ Programming-Final Golden
Edition. Beginners To Experts Approach Guide-With Easy
Learning & Problem Analysis to Program Design &
Development.

Recommended Texts

2. Farrell, J. (2008). Object-oriented programming using C++.

Cengage Learning.




3. Object-Oriented Programming in C++, Fourth Edition.

Websites

4. https://www.geeksforgeeks.org/cpp
5. https://www.w3schools.com/cpp
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A sl Aalll digall Ul g Apapalill a5 pall 5 Colatiunal) U] 5 agd
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o Sl 5 38 il &y a1 (il 3 A8 gl 48010 il ¥
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J)BAM;.\.:LLI Do

el B

Al 2l

Lglhaal) alaill s jia

Gile Ll

t}wb!\

il syl
cilal sl 5

Introduction to the
Course Goals,
Assignments, Schedule,
Criteria, Policies

é:\.\lnﬂbz\&ﬂ\

PERY
Sl sl

Unit 1: The Way We
Are Talking about the
dysfunctional families,
telling and writing a
story about an unusual
person from the past
with Narrative Tenses.

Gkl 5 2 yaal

LY
Slaad 1l

Managing
conversation:
Agreeing,
Disagreeing and
Partially Agreeing

('5.\.\.‘4.\!.”_ X \j 4.3)’.&”

iRy
Slaad 1l

Unit 2: Wild World
Listening
conversations and
reading a text about
animals and their
characteristics and
human’s attitudes to
animals.

LY
Sl gl

Managing
conversations on
similarities and
differences between
humans and
chimpanzees with
using a wide range of




Verbs of Senses and
Articles.

<) HLaay)
Glaad 4l

Unit 3: On the Money
Listening to people
talking about how
they spend money
and writing a web
article called ‘How to
be rich’

Goakail) 5 4 yaal

<l syl
cilal sl 5

Reading an article
about money trends,
giving and responding
to opinions about
money issues with the
use of Future Forms.

Goakail) 5 4 yaal

il Laay!
il S

MID-TERM EXAM

('5.\.\.‘4.\!.“ X \} MJJ.AM

el syl
cilal

Reading and
analyzing movie
review; Hobbits and
Other Creatures
Studying on Adjective
Clauses with
Prepositions.

Gaukaill g 48 yaal)

Slaad 5l

Unit 4: Through The
Ages Giving a talk
about the uses of and
history of plastic. The
Passive Structure.

10

Sl sl

Using Compound
Nouns and Possessive's
Writing a paragraph
about advantages and
disadvantages of
internet.

('5.\.\.‘4.\!.”_ X \j 4.3)’4\”

11

Gl 5l

Unit 5: Island Hopping
Managing
conversations using
Discourse Markers.

Gkl 5 48 )

12




AP
Slaad ol g

Listening of an Gukaill g 43 yaal) 4 13

interview about a
survival TV show
Reading the text ‘An
Unexplained Mystery’
Studying on Past
Deduction and
Speculation.

Ry
Sl gl

Talking about utopian Cankail) g 48 y=al) 4 14
and dystopian stories,
films and games.
Listening a
conversation about
dystopian fiction as a
study of Pronouns and
Substitution and
Writing a paragraph
comparing science
fiction and reality.

PERY
Sl sl

Review Gaukaill g 43 yaal)

BY AT

Sl pualaall & el 5 A8 Ll / o sall  gianll / Gue guadl) o &) 3 sl LAY, e sl sl il LAY

Al 5 Aladl) Cililasay)

u.u:l)ﬂb RLC\M JJLAA AY

McCarthy, M., McCarten, |., & Sandiford, H. (2014). Touchstone series.

Required Texts ) ] ) ]

Cambridge: Cambridge University Press.
Recommended Soars, L., & Soars, J. (2000). New Headway: Advanced. Student's
Texts Book/Liz and John Soars. Oxford University Press.
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il il g alaill 5 anlail) Clail il L9

(bl 3 ol A8 Jliie aua & Bas ol 28 a8 Laaldic ) a3 dguss )l dag) i)
Agasl Al J sacadl) SR (o Gl i Wi agaal (S8 SE il g qans 55 5 Gaaen Al G5l 3
Al el o) il 8 el DA (g 5 Ao il dpailail) el all

A L1 LT YR PR QAN

ISl e L sl il il Jalas (ge Ol (St zaaiaall o Lin o) i€l 0 agd )
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Aga ) Al

Aleiall maaldall 5 e laia¥) Gilaal) ~ 5d 5 dae laia ) aliall & 55 oy jad e Ol (S| Y
il

Jsa (it JSdy saill Lgiplai o "ge Laia ) agilia! ae Jued S0y Jeléil) e MUl (Saius ¥
AV elaay) o slall Glhacads (e glaia¥) ale doad Loy e laia¥) allal)

panlaally oLy leda) A8 55 ge jobiaa (pe by aladinly Aloall il geaad) ey (oo oDl (e €
Al ilaay)

Jalai 5 cipe Laia V) il kil 5 aslaall agh s saiil) ,Saill ¢l e dgaii e MUl saclue 0
eeldial ) shie ge dpclaia¥l ) skl

b Gl s ae Jalail) e agi )38 (e Sliab cCanall 5 JuaiV) O jlga skt e (OUall saclise 1
giiall allad) Ll e dpelaia¥) apliall Guai g 4 il

‘)‘)5.43\2\94.1 D

puii) 4&.\)1: (..\;J\ M)L ty'aj.o.“ 9 Basgll i Z\fju_-..d\ plaill cils jia ale Ll gy
Introduction to
Sociology and
Cybersecurity:
e Overview of the
Sl s y) N course ‘
LﬁJ-L-‘ e Introduction to v e s
cilaal gl sociology and Gl 5 A8l | 2 1
cybersecurity
e Theimportance
of cybersecurity
in modern
society
Cybersecurity e A | F 43 J,_Aj\ 2 2
Fundamentals.
e Cybersecurity
Gl LAyl ks basics
claal @ e Cyber threats
= and
vulnerabilities
e Cybersecurity
best practices
Sociology dukail) § 48 yzall 2 3
Fundamentals.
- .. e Introduction to
Slkasyl Lﬁ)-L":' sociology.
Gl gl g e Social structures
and institutions.
e Social norms
and values.




il ey
Sl gl

Cybersecurity and

Society

The impact of
cybersecurity on
society.

Social and
cultural factors
that influence
cybersecurity
practices.
Privacy and
security policy.
social, political,
legal,
criminological,
and economic
dimensions of
cybersecurity
through a social
science
framework

Gakal) 5 G el

PERY
Slal sl

Cybercrime and
Deviance

Types of
cybercrime.
Theories of
deviance and
cybercrime.
The impact of
cybercrime on
society.

Gaukaill g 48 yaal)

el sy
il

Cybersecurity and Social

Change

Cybersecurity
and social
change

The role of
technology in
social change
Cybersecurity
and activism

('5.\.\.‘4.\!.”_ X \j 4.3)’4\”

il syl
a5l g

Cybersecurity and
Globalization.

Cybersecurity
and
globalization

Gkl 5 48 )

44




e The impact of
globalization on
cybersecurity

e Cybersecurity

and
international
relations
Cybersecurity and Gukaill g 43 yaal) 8
Ethics
e Ethical issues in
o f e cybersecurity
e L;).E." e Cybersecurity
bl gl and social
responsibility
e Cybersecurity
and the future
of society
Introduction to Gaukaill g 48 yaal) 9
Cyberbullying
e Definition of
cyberbullying
‘"—’U\-.ﬁiw .. e Types of
el I L;ij cyberbullying
Gbal gl . How
cyberbullying
differs from
traditional
bullying
Effects of
Cyberbullying.
e Emotional and
psychological
Gl iyl s impact on
@ victims Gukaill g 43 ya4l) 10
laad ol g
e Impacton
academic
performance
e Legal and social
consequences
Responding to Canhail) 5 48 y=al) 11
- . Cyberbullying.
=y 95)-153 e How to identify
cilaad ol g cyberbullying.

e Legal and ethical

considerations




e Reporting
cyberbullying
incidents.

e Supporting
victims of

cyberbullying.

sl ol g

Human-factors and
Cyber security
Human-factors
approach to

understanding
,cybersecurity threats

social factors that
contribute to cyber
incidents

okl 5 byl

el syl
cilal

Risks and cybersecurity

incidents

The political and legal
mechanisms that are
developed to control
the behaviors of those
who create risks and
cybersecurity incidents.

('5.\.\.‘4.\!.“ X \} MJJ.AM

il Laay!
il

('5.\.\.‘4.\!.“ X \} MJJ.AM

<) HLaay)
Gl gl g

Review and Student
Presentation

ol g 4yl
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Required Texts

Introduction to Sociology" by George Ritzer.

Recommended Texts

1.  "Cybersecurity and Cyberwar: What Everyone Needs to Know"

by P.W. Singer and Allan Friedman
2. "The Cybersecurity Canon: Must-Read Books" by Palo Alto

Networks
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e Introduction to
system numbers
<l Ly PR and Logic Law
= * Logic gates AND, | gulill ¢ 43
Sl sl (et ORg, N%T, NAND | s Rl > 1
e Logic gates NOR,
XOR, XNOR.

6 e logic simplification 2
<l Lsay) Lee + using Boolean
i functions an bl o s
Canhail) 5 48 y=al) 5
SEFENP e logic simplification o
using DE Morgan’s
theorem

s e Karnaugh maps 3
Lo definition: Karnaugh
- O +
<l iy § maps of 2-variables
—vari 3ail) g 48 4l

il gl and 3-variables Gukaill 5 48 yaal 5

e  Karnaugh maps of 4-
variables and 5-
variables

I 52




<l syl
cilal sl 5

(et

e Sum of Product (SOP)
definition: logic circuit
design using SOP

e  Product of Sum (POS)
definition: logic circuit
design using POS

Gkl 5 48 el

PERY
bl

(et

. Adder digital
circuit design and
Application with examples,
parallel binary adder and
Application with examples
. Parallel binary
adder circuit design and
Application with examples
. Subtracter digital
circuit design and
Application with examples

ol g byl

il ey
Sl gl

. Multiplier digital
circuit design and
Application with examples
° Divider digital
circuit design and
Application with examples

('5.\.\.‘4.\!.“ X \} MJJ.AM

PERY
Shal sl

. Decoder definition
and Types: Decoder digital
circuit design and
Application with examples
. Encoder definition
and Types: Encoder digital
circuit design and
Application with examples

Gaukaill g 48 yaal)

<) HLaay)
Gl gl g

EBVY

g

(et

. Multiplexer
definition and Types,
Multiplexer digital circuit
design and Application
with examples

° Demultiplexer
definition and Types:
Demultiplexer digital
circuit design and
Application with examples.

('5.\.\.‘4.\!.”_ X \j 4.3)’4\”

Sl sl

(et

. Comparator
definition and Types:
Comparator digital circuit
design and Application
with examples

. Code conversion
definition and Types:
Code conversion digital
circuit design and
Application with examples

Gkl 5 48yl




Sl 5l

(et

. Flip-flops
definition and Types: Flip-
flops digital circuit design
and  Application  with
examples. (SR latch, D
latch)-Edge triggered and
conversion from one type to
another)

. Flip-flops
definition and Types: Flip-
flops digital circuit design
and Application with
examples. (T-latch, and J-K
F.F)-Edge triggered and
conversion from one type
to another)

Gkl 5 48 el

el syl
cilal

. Counters
(asynchronous,
synchronous, decade,
up/down, cascade,
counter decoding)
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el syl
cilal

. Asynchronous
Counters Design and
Application

o Synchronous
Counters Design and
Application

Gaukaill g 48 ya4l)

12

el iyl
cilal

e

(et

. Shift-registers:
serial in and serial out
registers Design and
Application

. Shift-registers:
serial in and parallel
out Design and

Application.

PERY
Shal sl

(et

. Timer:
Definition, 555 Timer
Design and Application
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review
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Digital Fundamentals

Required Texts
ELEVENTH EDITION Thomas L. Floyd
Recommended "Digital Design" by M. Morris Mano and Michael Ciletti
Texts Fundamentals of Digital Logic and Microcontrollers" by M. Rafiquzzaman
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Introduction to

Statistics
) An overview of
&L}\‘)L\.\a" AW .. e e .
’ Ls)m the role of statistics in
- - - ‘ 4‘3 ‘
SEEEN P lec+ science. Sy ) 3 1
° types of

statistics (descriptive
and inferential).

¢ i Intr?d.uction to 3 5
<l HLEAY) (Slect ftatlstu(;zta
Sl o1l presentation. Gakaill 5 43 el
o (arithmetical

mean, median, mode).
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(et

Introduction to
Statistics

° exploring
Univariate Data, types of
data.

o mean and
median, standard
Deviation and Variance.

Gaadail) 5 38 el

KPR
Glaad 4l

(et

Introduction to
Statistics
° range, IQR and
Finding Outliers.
° graphs and
Describing Distributions.
° Overview of
software security and
defense practices

Gaadail) 5 3 el

il Laay!
il S

TR

g

(et

Introduction to
Probability
. Introduction to
Probability.
. Counting
Techniques.
. combinations
and Permutations

Gaukaill g 48 yaal)

o LY
Sl sl

(et

Introduction to
Probability

. sets and Venn
Diagrams.

. basic probability
models.

. general
probability rules.

<) HLaay)
Glaad 4l

EBVY

g

(et

probabilistic
models
. Introduction to
discrete distributions.
. random
variables.
. binomial
distributions.
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probabilistic models
. geometric
distributions.

. continuous
distributions.

. density curves.

Gakal) 5 G el

sl ol g

probabilistic models
o Introduction to
Suricata.

o Installation and
configuration of
Suricata.

o Rulesets, and
signatures.

. Understanding
the rules and rule
management

Gkl 5 4 yaal

Sl sl

Normal
Distribution

e Introduction to
normal
distribution.

e Standard
Normal
Calculations.

e density curves.

° bivariate data.

Gaukaill g 48 yaal)

10

Slaad 5l

Axioms of
probability

. Scatter plots,
the least squares
regression line,
residuals, nonlinear
models.

° relations in
categorical data,
Samples and
experiments:
sampling, designing
experiments.

° simulating
experiments,
estimation: margins of
error and estimates.
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ks Confidence Interval |  5ukill 548 a4l 3 12

e+ ° confidence
) interval for a

proportion,

S ) confidence interval for
’ the difference of two

Glad ol g proportions.

° confidence

interval for a mean,

confidence interval for

the difference of two

means.

ki Axioms of Gnhaill 5 43 padll 3 13
e+ probability

. Tests of
significance, inference
<l sy for the mean of a

. population.

hal . sample
proportions.

. inference for a
population
proportion.

s Comparing Two Cauhail) 5 48 yzal) 3 14

i Means, comparing

+

§ two proportions,
e Laay) goodness of fit test
and two-way tables,
Gl gl g inference for
regression,
confidence intervals,
test for slope of

regression lines.
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Required Texts

Freund, J. E. (2012). Introduction to probability. Courier

Corporation.

Recommended Texts

Pishro-Nik, H. (2016). Introduction to probability, statistics, and

random processes.
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Introducing to the 4

Computer System

Including: What is

<l Ly B Computer? Computer
’ &$ System, Functions of e Vet %

claal Sl g e+ | Computer Input Gaalatll 5 48 2l 1

) Storage Process &

Output, Classification

of Computers and

Computer Units

e jay) "9)13" Explaining Types of

' =t | cComputer Keyboards RIPETIR|
cilaal sl and Types of Keyboard | <~ -~
Keys

Sk

N Explaining Types of

: Computer Keyboards v N %
lal gl and Types of Keyboard | = |5 28 jnal

Keys

il syl

o e Y| = Explaining Types of
== (et Computer Keyboards o) 26 el
Cilaal o and Types of Keyboard | < 2
Keys

5k Gelkill el | 4 5

<l LAyl Slac+ Explaining Types of

il i Computer Mice and
e Mouse Functions




o RSN Gukaill g 43 yaal) 6
NP et Explaining Different
claal i Plugs and Ports for
Sl sl Some Computer Parts
=" et Illustrating Computer
Gl gl Discs and Drives
o RN Gukaill g 43 ya4l) 8
<l LAyl et Illustrating RAM, Non-
SRR - Volatile and Cache
hal sl Memories
3 .. Lﬁ)ﬁ ﬁg.\.\.b.dw “‘j‘\ﬁ‘)’uﬁ&\ 9
PN AP Demonstrating
. ) Computer Hardware
Slal sl Parts and Definitions
Demonstrating
<l sy X Computer Hardware
& Parts and Definitions an bl o 48 el
clalgly | et il 8 el 10
ks Demonstrating Gaukaill g 44 yaal) 11
<l sy Vet Computer Hardware
= Parts and Definitions
SHEENR
. T Gl 5 43yl 12
SR Slec+ | Presenting Windows,
. ) Windows Desktop and
Slaal sl Windows Taskbar
o RN Gaukaill g 44 yaal) 13
SN AP Presenting Windows,
. ) Windows Desktop and
Slal gl Windows Taskbar
L“SJL'.' (“MN "\}M)a.d\ 14
Gl,laay) et Illustrating Start Menu
claal and Windows

Accessories
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ke AP Illustrating Start Menu
Slad ) ) and Windows Sl 38 el
o Accessories J =
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Lgllall (ogadl [1] Umar Farooq, “What is Computer - Definition & Basic Concept of
Computer”, Study Lecture Notes, 2016.
[2] University Information Technology Services, “Microsoft Windows 10,
Getting Started Guide”, Kennesaw State University — UITS, 2016.

o s sall o guaill Cre8te Opportunities, “Introduction to Computers (Windows 10)”, Digital

Skills Academy, 2016.

RPN PEW

[1] http://www.studylecturenotes.com/computer-science/what-is-
computer-definition-basic-concept-of-computer

[2] http://ergonomictrends.com/different-types-of-computer-keyboards/
[3] UKEssays, “Wireless Mouse: History and Types”, 2018. [Online].
Available:_https://www.ukessays.com/essays/computer-science/wireless-
mouse-history-types-5302.php?vref=1.

[4] https://searchstorage.techtarget.com/definition/RAM-random-access-
memory

[5] https://tidp.org/HOWTO/Network-boot-
HOWTO/a610.html#:~:text=PROM%3A%20Pronounced%20prom%2C
%20an%20acronym,the%20computer%20is%20turned%200ff.
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Objects and
Classes: C++
Classes, Access
Specifiers, Objects
and the Member
Access, Defining
Member Function,
Constructor:
Default
Constructor,
Parameterized
Constructor, Copy
Constructor

Gakal) 5 G el

il syl
cilal sl 5
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e
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Destructors, Object
as Function
Arguments and
Return Type, Array
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Circuit Switching, A
Network of
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Packet Scheduling

<l Lyl
Slaad 5l

The Network Layer:

The Internet
Protocol (IP): IPv4,
Addressing, IPv6,
and More

IPv4 Datagram
Format, IPv4
Addressing
Network Address
Translation (NAT),

"gujaﬂ'w ¥ \J aﬂ‘)ad‘

10

el syl
cilal

seet

The Network Layer:

IPv6 4.4
Generalized
Forwarding and
SDN, Match,
Action , OpenFlow
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Control Plane
Introduction
Routing Algorithms
The Link-State (LS)
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The Role of BGP,
Advertising BGP
Route Information,
Determining the
Best Rou tes, IP-
Anycast , Routing
Policy, Putting the
Pieces Together:

é:\.\lnﬂbz\&ﬂ\

12

103




Obtaining Internet
Presence

el syl
cilal

EBV-Y

g

(et

The Network Layer:

The SDN Control
Plane: SDN
Controller and SDN
Control
Applications
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Management,
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Virtual Local Area
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Multiprotocol
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Introduction to the
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Error-Detection
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Multiple Access
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Cabling and
Connectivity: Explain
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10BaseT. fiber - glass
/ plastic; multi-modal
single-mode.
connectors; RJ45; BNC;
Straight Tip (ST);
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(SC); Local Connector
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multimeter; wire map
tester; cable testers;
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Modems, function,
types, building
component blocks, how
to install, configure,
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Modems, Security
configuration on
Modems.
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Hub, function, types,
building component
block, how to install,
configure, and
maintenance Hubs,
Security configuration
on Hubs.
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switches, function,
types, how to install,
configure, and
maintenance switches,
internal components,
connectors, ports, and
hardware
specifications, Security
configuration on
Switches.
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Firewalls, function,
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connectors, ports, and
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specifications, Security
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components,
connectors, ports, and
hardware
specifications, Security
configuration on
wireless access points.
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routers, function, types,
how to install,
configure, and
maintenance routers,
The router chassis,
internal components,
connectors, ports, and
hardware
specifications, Security
configuration on
Routers.
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the CLI, Configuring
static routes.
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clients with [Pv4
addresses using DHCP.
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Work and grading
methodology,
Introduction to Project
Management, Project
Management as a
Process
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What is a Project? The
Project Environment &
Information
Management systems,
Essential Elements
Kinds of Projects (IT,
Datacenters, Server
Rooms, Cloud
Computing Centers)
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The pillars
Constraints, The
Project Management
Cycle, Project
Management Processes
(Core & Supportive),
Project Management
Roles & Cultural
Differences, Project
Management Skills
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Methodologies: An
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Methodologies, Types
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general perspective
and from Cybersecurity
Engineering
prospective.
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PMI's PMBOK, Prince?2
and how it could be
applied in
cybersecurity
Engineering field.
Limitations and
challenges facing
applying these
methodologies in
cybersecurity.
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Agile / Scrum and
Others and how it
could be applied in
cybersecurity
Engineering field.
Limitations and
challenges facing
applying these
methodologies in
cybersecurity.
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Risk Management,
Introduction to Risk
Assessment,
Contingency planning,
A model for adaptative
Project management.
Example must be
related to
cybersecurity risks and
cybersecurity incidents
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Project Monitoring
and Control: Building

a suitable Monitoring &

Control System.
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Project Monitoring
and Control:
Mastering conflict, On
collaborative behavior,
The role of
communication,
Troubleshooting
(common practices)
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Implementation
Tools, an overview of
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tools used in Project
Management
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Introduction:
Understanding the
Digital Forensics
Profession and
Investigations.
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Data acquisition: the
process of collecting
data from various
sources such as
computers, mobile
devices, and cloud
storage.
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Digital forensics tools:
different tools and
techniques used in
digital forensics
investigations.
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Network forensics:
This involves
investigating network
traffic to identify
potential security
breaches or cyber
attacks
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Mobile and wireless
device forensics: how
to extract data from
mobile devices such as
smartphones and
tablets.
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Mobile and wireless
device forensics: File
present in SIM card.
External memory
dump and evidence in
memory card. Mobile
evidence extraction
process.
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Mid-term Exam + Data
Acquisition methods-
physical, file system,
logical and Manual
Acquisition. Mobile
investigation tool kit.
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Cloud forensics:
investigating data
stored in cloud
environments such as
Google Drive or
Dropbox.
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Social media forensics
investigates social
media accounts and
messages. Source for
social media evidence,
Types of Data Available
on Social Networking
sites.
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Social media forensics
investigates different
evidence collection
methods from social
networking sites,
intelligence gathering
from social media,
Tools and techniques
for intelligence
gathering, indirect
method, direct method
with login, direct
method without login.
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Cyber laws: the legal
aspects of cybercrime
investigations,
including laws related
to digital evidence and
privacy.
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Digital evidence
controls the
importance of
maintaining the
integrity of digital
evidence throughout
an investigation.
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Recovering Graphics
Files. Computer
Forensics Analysis and
Validation.
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Introduction to
Reverse Engineering
Definition and
importance of reverse
engineering

Types of reverse
engineering

Legal and ethical
considerations.

Colaill 5 48yl

o Lyl
Sl

TR

g

(et

Assembly Language
and Disassembly
Introduction to
assembly language
Basic instructions and
syntax

Disassembly tools and
techniques

Hands-on exercises
using IDA Pro and
Binary Ninja.
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Tools and
Techniques for
Reverse
Engineering
Debugging and
tracing

Dynamic and static
analysis

Malware analysis
tools and techniques
Hands-on exercises
using OllyDbg,
WinDbg, and Ghidra
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Introduction to
malware analysis
Overview of reverse
engineering
techniques
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Overview of software
security and defense
practices
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Reverse
Engineering
Techniques
Static analysis
Dynamic analysis
Code obfuscation
techniques
Anti-debugging
techniques
Anti-disassembly
techniques
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Malware Analysis
Tools

IDA Pro

OllyDbg

WinDbg
Sysinternals Suite
Wireshark
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Malware Analysis
Methodology
Malware
classification
Malware behavior
analysis

Malware signature
creation

Malware removal
and prevention
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Introduction to
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Engineering and
Malware Analysis
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Overview of Reverse
Engineering and
Malware Analysis
Types of Malware
Malware Analysis
Process

Malware Analysis
Tools
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Tools and
Techniques for
Malware Analysis
Debuggers
Disassemblers
Decompiles

Hex Editors
Memory Analysis
Tools
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Static Analysis
Techniques

File Analysis

Strings Analysis

PE Header Analysis
Import/Export Table
Analysis
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I0T APPLICATIONS

IoT applications for
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Internet of Things: A Hands-On Approach” by Arshdeep Bahga and Vijay

Required Texts Madisetti

Recommended "Practical Internet of Things Security" by Brian Russell, Drew Van Duren, and
Texts John R. Vacca

Websites
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